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Nginx
# server { } block (or http { })
add_header Content-Security-Policy-Report-Only "default-src 'self'; object-src 'none'; base-uri 'self';
frane-ancestors 'self'" al ways;

OO0 Report-Ony 000 0000000000000 O0O0O0OOOOOOOOOOOOOOOOOOO Content-Security-Policy 000000
0000 O00Onginx -t && systemctl reload nginxO location 00 000 0 add_headerOOserver 000000000000 DOODODOO
oo
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Apache HTTP Server

# Requires nod_headers (a2ennod headers)
Header al ways set Content-Security-Policy-Report-Only "default-src 'self'; object-src 'none'; base-uri 'self';
frame-ancestors 'self'"

OO0 Report-Ony 0 00 0000000000000 O0OO0OOOOOOOOOOOOOOOOOOO Content-Security-Policy 0 00000
0000 VirtualHost O O O .htaccess U O 0 O O apachectl configtest 0 0 D O 00000000 OOOO

Microsoft IIS

<?xm version="1.0" encodi ng="utf-8"?>
<l-- web.config: nmerge into the existing <configuration> elenent -->
<confi guration>
<syst em webServer >
<ht t pPr ot ocol >
<cust onHeader s>
<add nanme="Content - Security-Policy-Report-Only" value="default-src 'self'; object-src 'none'; base-uri
‘self'; franme-ancestors 'self'" />
</ cust onHeader s>
</ htt pProtocol >
</ syst em webSer ver >
</ configuration>

OO0 Report-Ony 000 0000000000000 O0O0O0OOOOOOOOOOOOOOOOOOO Content-Security-Policy 000000
000000 webcconfigD 00000000000 00000000O0O0O000O

Cloudflare

Rul es > Transform Rul es > Mbdi fy Response Header > Create rule

Apply to: Al incom ng requests (or this hostnane)

Action: Set static

Header nane: Content-Security-Policy-Report-Only

Val ue: default-src 'self'; object-src 'none'; base-uri 'self'; frane-ancestors 'self'
Depl oy

aRE SN

OO0 Report-Ony 000 0000000000000 O0OO0OOOOOOOOOOOOOOOOOOO Content-Security-Policy 000000
0000 Cloudflare 0 0 0 0000000000000 00000000000O0O0O0O0O0O0O0O0O0O0O0O0O0OO

WordPress

<?php
/1 In a small site-specific plugin (or the child thene's functions. php)
add_action( 'send_headers', function () {
header (
"Content-Security-Policy-Report-Only: "
"default-src 'self'; "
"obj ect-src 'none'; "
"base-uri 'self';
"frame-ancestors 'self'"
)
b D3

OO0 Report-Ony 00 0000000000000 O0O0O0O0O0O0O0OOOOOOOOOOOOOOOO Content-Security-Policy 000000
goooooOooOOWwebOOOOOOOCODNOOOOOOOOOOOOOOO WordPressOOOO0O0O0Ooooooooooog

AWS CloudFront

Cl oudFront > Policies > Response headers > Create response headers policy

1. Security headers or Custom headers: add Content-Security-Policy-Report-Only = default-src 'self';
obj ect-src 'none'; base-uri 'self'; frane-ancestors 'self’

2. Oigin override: enabl ed

3. Attach the policy to the distribution's cache behavior(s)

OO0 Report-Ony 0000000000000 0000O000O0O0O00O0O0O00O0O0O00O0O0OO0OO Content-Security-Policy D 00000
gobobopoooooooooooooooboooooooooooog

goo0oooOoOOoooOoOoO0ooOoOo0oOoO00DOoOO0O0DO0o0o0DOo0ooOOoo0oooOooo0ooOoOo0o0ooOoOo00ooOoo0oDOoo0o0ooDoo0on
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Nginx

gboboboooboobooboobobobobooooobooobobobobooobooboon
gbooboboboooooooboon
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goboboooboobooooo

CWE-614 - CWE-1004 - CWE-1275

# When Ngi nx proxies an application (nginx 1.19.3+)
proxy_cooki e_flags ~ secure httponly sanesite=lax;

gboooooooooooooooooDb cockeoOOOoOoOOOODOODOODOODOODOODOODOODOODOOOOOOOOOOOO

Apache HTTP Server

# Requires nod_headers.

Prefer fixing the application; use this as a stopgap.

Header edit Set-Cookie "(?i)"((?:(?';\s?HtpOnly).)+)$" "$1; H tpOnly"
Header edit Set-Cookie "(?i)"((?:(?!;\s?Secure).)+)$" "$1; Secure”

00000000o0o0o0o0o00o0ooo00000U00U0D0UOUOUOOUO coockieoooOoOOOO"always" O OO0 "Header edit”
gobooooooooooobooooboooobboOoooboboOooooooon

gooo - DEMO-2026-0001 -

gooooooooooooo -00o0o0o0o0
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https://developer.mozilla.org/en-US/docs/Web/HTTP/CSP
https://cheatsheetseries.owasp.org/cheatsheets/Content_Security_Policy_Cheat_Sheet.html
https://developer.mozilla.org/docs/Web/HTTP/CSP
https://owasp.org/www-project-secure-headers/
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Microsoft IIS

www.client-shop.example

<?xm version="1.0" encodi ng="utf-8"?>

<l-- web.config (ASP.NET):
<confi gurati on>
<syst em web>

nerge into the existing <configuration> elenent -->

<ht t pCooki es requi reSSL="true" httpOnl yCooki es="true" sameSite="Lax" />

</ syst em web>
</ configuration>

sameSite 0 00 0O .NET Framework 47200000000

WordPress

; php.ini (or .user.ini) for the PHP session cookie

sessi on. cooki e_secure =
sessi on. cooki e_httponly
sessi on. cooki e_sanesite

In 1 =

1
“Lax"

WordPress 0000000 Cookie DOHTTPS OO OOOIODDOOO HttpOnly J Secure 00000000000 CookieODODOODODOO
ooooooOooooOooooooo
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00 URL https://ww. client-shop. exanpl e/
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ooooo OO0OwebODOODOODOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOO
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https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Set-Cookie
https://cheatsheetseries.owasp.org/cheatsheets/Session_Management_Cheat_Sheet.html
https://developer.mozilla.org/docs/Web/HTTP/Cookies
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oooooo goobooboboooobooog

oooo CVE- 1021

ooooooooooooao
Nginx

# server { } block (or http { })
add_header X-Frame- Options "SAMEORI G N' al ways;

00O Content-Security-Policy 0 0 00 000000 Oframe-ancestors'self 0 0000 0000000000000O0O0OOOOO0O O
0 0 nginx -t && systemctl reload nginxJ location 0 0 OO0 00 add_headerOOserver 00000000000 DOOOODOOOODO

Apache HTTP Server

# Requires nod_headers (a2ennod headers)
Header al ways set X-Frame-Options "SAVEORI G N'

000 Content-Security-Policy 00 000 0OODOOOframe-ancestors 'self 0000000000000 00O0O0O0OODOOOODOO
VirtualHost O O O .htaccess 0 0 O O O apachectl configtest 0 0 0 0000000000000

Microsoft IIS

<?xm version="1.0" encodi ng="utf-8"?>
<!-- web.config: nerge into the existing <configuration> elenment -->
<confi gurati on>
<syst em webServer >
<ht t pPr ot ocol >
<cust onmHeader s>
<add name="X- Frame- Opti ons" val ue="SAMEORIG N' />
</ cust onHeader s>
</ htt pProtocol >
</ syst em webSer ver >
</ confi guration>

000 Content-Security-Policy D 0 00000000 Oframe-ancestors'self 0 0000000000000 00O0OOOOOOO0O O
Owebconfig0O0ODO0OOODOOOODOOOODOOOODOOODOO

Cloudflare

Rul es > Transform Rul es > Mudi fy Response Header > Create rule
Apply to: Al incoming requests (or this hostnane)

Action: Set static

Header nane: X- Frane-Options

Val ue: SAMEORI G N

Depl oy

G > @

000 Content-Security-Policy D 0 00000000 Oframe-ancestors'self D 0 0000000000000 0OO0OOOOOOOOO
Cloudflare 00 D 00000000000 OOOO0OOOO0OOOOOOOOOOOOODOOOODOOO

WordPress

<?php
/1 In a small site-specific plugin (or the child theme's functions. php)
add_action( 'send_headers', function () {
header (
"X-Frame- Options: "
" SAMECRI G N
DE
} )
000 Content-Security-Policy 0 0 0000000 OOframe-ancestors 'self 0000 0000000000000 0OO00ODOOOODOO O
JO000 WebOOOOOOO CODNOODODOOODODODODOOO WordPressOOODODOODODO0OOO0OO0OO0OOO
AWS CloudFront
Cl oudFront > Policies > Response headers > Create response headers policy
1. Security headers > X-Frame-Options: SAMVEORI G N

2. Oigin override: enabled
3. Attach the policy to the distribution's cache behavior(s)

000 Content-Security-Policy D 0 00000000 Oframe-ancestors'self 00 0000000000000 0OO0OOOOOOOO0O O
oo0ooooOo0oooOoUooOoUooDOoooooooooo

OooO0O0 -DEMO-2026-0001 - OOOOOCOOOOOOOCODO -00000O0 60000 10000
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MDN: X-Frame-Options
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oooad 2026- 10-01T09: 14: 05z
oo Server: Apache/2.4.41 (Ubuntu)
X-Powered-By: PHP/7.4.3
ooooo goooooooo0oO0oboOooO0ooo0o0oooOoooooOoopoooooog
oooooooo gooooooooOooobooooooo0Oooo0ooooooooooobooooooOoo
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Nginx

# http { } block
server_tokens off;

000000o0ooooodgserverd 00000 "nginxk"O000COCCOOCOCOO

Apache HTTP Server
# Main server configuration (not .htaccess)
Ser ver Tokens Prod
Server Si gnature O f

Server 0 0000 "Apache" 0 00 00O OO O X-Powered-By O php.ini 0 expose_php=0ff 0 000000
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https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/X-Frame-Options
https://cheatsheetseries.owasp.org/cheatsheets/Clickjacking_Defense_Cheat_Sheet.html
https://developer.mozilla.org/docs/Web/HTTP/Headers/X-Frame-Options
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Microsoft IIS

<?xm version="1.0" encodi ng="utf-8"?>

www.client-shop.example

<l-- web.config, Il'S 10 (version 1709+): nerge into the existing <configuration> elenent -->

<confi gurati on>
<syst em webServer >
<security>
<requestFiltering renoveServerHeader="true" />
</ security>
<ht t pPr ot ocol >
<cust onrHeader s>
<renmove name="X- Power ed- By" />
</ cust onHeader s>
</ httpProtocol >
</ syst em webServer >
</ configuration>

removeServerHeader 0 11IS100 0000 17090 000000000
WordPress

; php.ini (or .user.ini): renoves the X-Powered-By: PHP/x.y header
expose_php = Of

Server 0000000 OWordPressO OO0 WebOODOOONginxOOO ApacheO OO DOOO0O

gooooooOoooOooobOoOoOoOOoOoO0oOocOoO0OOoooOOoooOoOOoooooooooooOOo0oooOCcoOoDOoOoOooDooOon
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OWASP: Fingerprint Web Server
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https://owasp.org/www-project-web-security-testing-guide/latest/4-Web_Application_Security_Testing/01-Information_Gathering/02-Fingerprint_Web_Server
https://owasp.org/www-project-web-security-testing-guide/
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